"2 Security Orchestration, T =|"

=

:;i Automation and 1!
"~ Response (SOAR) a

by
Andisheh Pardazan Goya System
(+98)9131046856




it gl | 931 9281 5,11



SOAR 3L

:SOAR & I il s

Qoo yodl gy 804
AR ReS]

b 3 sl plgolls LI

dant ol Ao 101

dast ol e 5 101

ot g el g3l




Security Orchestration, Automation and Response (SOAR) 4

SOAR el X! o

Aaiad) Q131 SNl B! g 3 5%
Ao Y1 O pioild
Ol Olo ghro plusuiwl

0 31OV s
FOF O oslasI o0l )

SOC i dwo¥! ©ldosd! 35 50 plasialy



Security Orchestration, Automation and Response (SOAR) 5

SOAR olwag

Ailido yolan (o Ologleoll 202 Aol g Solo glnad! JloSius!

Sl (S lexo i (!

ol glasdly oo
Sad! &zl 40

adoad! Juo plocinly

St ¥ e o

Lo bgw

i) 18] dakos
St W &l

J SR o I s I e

Sudl g5y > i | D g, > et



Security Orchestration, Automation and Response (SOAR) 6

SOAR oo

SOAR Types
Security @ fec:my
Orchestration 'gc' i
and Automation Plﬁf%orrr;s:

B

Threat
Intelligence
Platforms

SOAR = SOA + SIRP + TIP
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»  Process email : »  Storethe email address of the
reporting user
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Check
Extract Indicators
Indicators

Investigating
False
Positives

Respond and
Remediate
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X SOLAR .
Guard QRadar Arcsight | Splunk W aild
WINDS
OK OK OK OK OK USE CASE
MOSTLY 400+ 400+ MOSTLY - Data source
1000000 1000000 100000 PE;Q?_\\((TE 25M PER DAY MAX EPS
MACHINE
MACHINE
LEARNING AND MACHINE ABNORMAL
MACHINE LEARNING UEBA AND LEARNING LEARGIIIEI;i AND BEHAVIOR INTELLIGENCE
FORENSICS
SOFTWARE OR APPLIANCE OR | APPLIANCE OR | ¢y apr R VIRTUAL
CLOUD SOFTWARE OR | SOFTWARE OR CLOUD APPLIANCE DELIVERY
CLOUD CLOUD
SC,UF,Syslog,CUSTOM | Wincollect,Syslog SC,Syslog UF SEM Support Agent
BASE ON MAX | BASE ON MAX
BASE ON MAX DAILY PER MONTH DAILY DATA OR | DAILY DATA PER NODES PRICING
DATA OR EPS EPS GB/DAY







